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Abstract
Cryptography secures data and serves to ensure the confidentiality of records. Playfair is a cryptographic symmetrical 
algorithm that encrypts statistics based on key costs. This secret is shared with an authorized person to retrieve data. In 
the conventional pattern, there is an area complexity and deficiency in letters, numbers, and special characters. This has-
sle has been overcome in previous studies by editing pattern dimensions. The fillers used throughout the enciphering were 
not eliminated during the retrieval process, which resulted in the indiscrimination of the retrieved statistics. The proposed 
method uses a separate quadrate pattern that strengthens the Playfair cipher and guarantees that the fillers are eliminated 
to ensure the authentic retrieval of records. The fillers indiscriminate and strengthen the set of rules in opposition to brute 
force and avalanche impact. The proposed algorithm was evaluated with a minimal change in the key, and was found to have 
an avalanche effect between 65% and 93.7%. The encrypted document is further encoded using the Lempel–Ziv–Markov 
chain algorithm (LZMA) to provide compressed second-level secured text with a compression ratio of 0.75 for a file size of 
100 KB. The pattern was designed to subsidize the integrated characters found on the keyboard.

Keywords Avalanche effect · Brute force · LZMA · Pre-computation attack · Classical encryption

1 Introduction

The expansion of communication and technology in the 
current era has sparked demand for information security. 
Establishing secure communication and preventing data 
from unauthorized access cryptography is essential. Cryp-
tography refers to a range of approaches derived from math-
ematical concepts that are aimed at concealing information. 
Cryptography provides numerous algorithms to protect 
data from digital threats. Cryptographic algorithms such as 
classical encryption and modern encryption techniques are 
often used. These algorithms encrypt the data at the trans-
mission end and decrypt it at the reception end. By encrypt-
ing the data, the original text (plain text) is transformed into 
meaningless random text (ciphertext). These ciphertext are 
transmitted through a network received by the receiver. Dur-
ing decryption, ciphertext is transformed into a meaningful 
message. The data are encrypted and decrypted using a ran-
domized set of bits called an encryption key. However, these 
algorithms differ in their level of efficiency, which is deter-
mined by factors such as the successful retrieval of records 
and strong resistance to cyber-attack.
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The encryption processes for all of these algorithms use 
key values. Cryptography can be segmented into symmet-
ric and asymmetric methods. Symmetric key cryptography 
uses the same key for both enciphering and deciphering, 
whereas in asymmetric key cryptography, the different keys 
are public and private keys for encryption and decryption. 
The remainder of this paper is organized as follows. Sec-
tion 2 presents the related work based on a literature survey. 
Section 3 describes the proposed algorithm and its process. 
Section 4 presents experimental results. Finally, a summary 
of the study is presented.

2  Literature Review

The playfair cipher is a well-known symmetric encryption 
technique invented by Charles Wheatstone in 1854 [1]. This 
algorithm enhances the security of the transmitted informa-
tion by encrypting letters in pairs. The conventional Playfair 
algorithm is composed of a 5 × 5 key matrix that can encrypt 
a maximum of 26 letters, with I and J placed in the same 
matrix square. This is a substitution cipher that encrypts 
pairs of letters, instead of a single letter. The Playfair cipher 
uses a 5 × 5 table containing a keyword, and the remaining 
spaces are filled with letters of the alphabet in order of I/J 
in the same location. To perform encryption, the plain text 
is broken into bigrams and substituted with an equivalent 
ciphertext from the key table. Because the plaintext is bro-
ken into a diagraph, an odd number of letters in the mes-
sage require a filler. The choice of filler can be infrequent. 
A weakness of the traditional playfair algorithm is that it 
consists of only 26 uppercase letters. Standard filler of ‘X’ 
is used. Not all other numbers, symbols, or special characters 
can be included in the matrix. In general, I and J occupy the 
same space in the matrix; hence, one letter must be omitted 
from the reconstruction [2].

There are a few reasons for the non-preference of tradi-
tional play fair ciphers, as it can be easily cracked if there 
is adequate text and frequency analysis of the bigrams is 
possible. Binary 4 × 4 Playfair [3] proposed increases the 
run time with an increase in the input size. The proposed 
algorithm can encrypt letters, numbers, symbols, and any 
type of media files. The rotation of the key matrix creates 
randomness in the algorithm, which enhances the security.

The extended Playfair approach fails to encrypt special 
characters but has the advantage of not using I and J in 
the same block [4]. The 6 × 6 payload cipher proposed by 
considering numbers, space, and alphanumeric characters 
cannot encrypt special characters [5, 6]. Furthermore, the 
authors did not consider the avalanche effect in their study 
[7]. The authors utilized an 8 × 8 matrix with the concept 
of graph labeling to safeguard the data against unauthorized 
access. An enhanced square-key matrix with LFSR showed 

an improvement in the avalanche effect with a matrix size 
of 10 × 10 [8].

The authors used a 10 × 10 matrix with all possible keys 
exhibiting a minimum avalanche effect [9]. All possible 
characters on the keyboard that allow the repetition of char-
acters in the keywords are considered. A modified 16 × 16 
matrix [10] that considers all possible numbers, characters, 
and letters was proposed. The main limitation is the size of 
the matrix. They used symmetric encryption with a single 
key. In addition to the above limitations, Playfair is prone to 
frequency-analysis attacks [11]. Hence, to overcome these 
limitations and mention the Playfair cipher in relation to 
data authentication and copyright protection in 5G networks 
[12] [13], its applications in wireless sensor networks [14], 
its use in homomorphic encryption [15], and steganography 
[16, 17] have sparked our interest, prompting us to propose a 
new modified cipher algorithm following the rules of Play-
fair. Although Playfair is a classical encryption technique, 
it demonstrates a better performance when addressing time 
complexity [18]. In addition, the Playfair cipher offers effec-
tive file-text security measures [19, 20]. The main limita-
tion of [19] is that the processing times for encryption and 
decryption are linearly proportional.

Data Communication, processing, and storage are essen-
tial in current information systems. Despite advancements 
in technology, the storage and transmission of massive vol-
umes of data are serious tasks that must be considered. To 
overcome these issues, several compression techniques have 
been proposed to reduce the size of data by demanding a 
reduced area. Data Compression is the process of coding 
data with fewer bits than is usual. These techniques depend 
purely on the nature of data to be compressed. Several com-
pression methods such as run length encoding, Huffman 
coding, Arithmetic Coding, LZW, JPEG, JPEG2000 have 
been proposed and implemented [21].

The proposed method uses the Lempel–Ziv–Markov 
chain algorithm (LZMA), which uses a constantly chang-
ing dictionary of strings to adaptively compress a stream of 
data by replacing common substrings by up to upto4Gb. It 
is essential to increase storage capacity, speed up file trans-
fer, and reduce the cost incurred for hardware storage and 
bandwidth. The LZMA performs lossless data compres-
sion. Compared to other compression algorithms, LZMA 
has a higher compression ratio. A compressed stream is a 
stream of bits encoded using an adaptive binary-range coder. 
Although LZMA is primarily designed for compression, it 
can be adapted for use in encryption scenarios to enhance 
the data security. The fundamental idea is to utilize LZMA 
to compress plaintext data before encrypting them, resulting 
in an improved encryption efficiency.

Improved Encryption Efficiency: By applying LZMA 
compression to plaintext data before encryption, the result-
ing compressed data stream often contains a high frequency 
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of recurring patterns and a reduced entropy [29]. Encryp-
tion algorithms operate more effectively when dealing with 
structured and predictable data rather than random data. The 
ability of LZMA to identify and eliminate redundancy helps 
create a more structured input for encryption, enhancing the 
overall efficiency.
1. Improved Energy Efficiency
By applying LZMA compression to plaintext data before 
encryption, the resulting compressed data stream often con-
tains a high frequency of recurring patterns and a reduced 
entropy. Encryption algorithms operate more effectively 
when dealing with structured and predictable data rather 
than random data [30]. The ability of LZMA to identify and 
eliminate redundancy helps create a more structured input 
for encryption, enhancing the overall efficiency.
2. Enhanced Security
One of the critical advantages of incorporating LZMA [22] 
in encryption is increased security through obfuscation. The 
compressed output of LZMA does not reveal any identifiable 
patterns in the original plaintext. This feature makes it more 
difficult for potential attackers to gain insight into the nature 
of the data, thereby adding an additional security layer.
3. Bandwidth Optimization
In scenarios in which limited bandwidth is a concern, LZMA 
compression can significantly reduce the size of the data 
to be transmitted. A smaller data size directly translates 
to reduced bandwidth requirements and faster transmis-
sion times. By compressing the data before encryption, 
the LZMA aids in optimizing the utilization of network 
resources.

Trade-offs: It is important to consider trade-offs when 
integrating LZMA with encryption. The LZMA compres-
sion is a computationally intensive process that requires 
additional resources and time. Therefore, the computational 
overhead introduced by compression must be balanced by 
the potential benefits gained, in terms of enhanced encryp-
tion efficiency and security [31].
3. TRADE-OFFS
It is important to consider trade-offs when integrating 
LZMA with encryption. The LZMA compression is a 
computationally intensive process that requires additional 
resources and time. Therefore, the computational overhead 
introduced by compression must be balanced by the potential 
benefits gained, in terms of enhanced encryption efficiency 
and security.

3  Proposed modified play fair algorithm

The proposed algorithm generates 7 × 7 Playfair matrix to 
encrypt and decrypt “.txt” file. This matrix covers the upper- 
and lower-case letters, numbers, and special characters. A 
flow diagram of proposed model for encryption is divided 

into encryption input module and output module as shown 
in the Figs.1 and 2. P(x) is the original input and C(x) is the 
decrypted value. Similarly, the decryption processes also 
divided into decryption input and output module as shown 
in Figs. 3 and 4.

The proposed Playfair matrix encryption and decryption 
algorithm follows the following steps:

1) By dividing the plaintext into sections, each section can 
have two similar or dissimilar characteristics.

2) In case of similar characteristics, a filler character was 
added between them. The choice of filler used in the 
proposed algorithm was a random variable.

3) Encryption was performed following the rules of the 
traditional Playfair algorithm, except that the Playfair 
matrix table was generated based on the modified Sep-
tenary Quadrate Pattern, as shown in Table 2.

4) The number of filler characters and location of filler 
characters used in the cipher text were embedded in the 
cipher text. This enables decryption of the cipher text to 
obtain information regarding the fillers.

5) The size of the encrypted file increased because of the 
number of fillers added. Hence, to reduce the size of 
the encrypted file for transmission, the Lempel–Ziv–
Markov chain algorithm (LZMA) compression algo-
rithm, which retains the original size of the text file, is 
used for encryption.

6) The encoding schemes used are ANSI, UTF-8, UTE-
16BE, UTF-16LE, UTF-32BE, UTF-32LE, and ASCII. 
To enhance the security, a random encoding scheme was 
chosen for each run.

Here is a high-level mathematical representation of the 
proposed process

Let the variables be:

• P: Plaintext
• C: Ciphertext
• F: Filler character
• M: Playfair matrix table
• E: Encryption function
• D: Decryption function
• LZMA: LZMA compression algorithm
• Enc: Encoding scheme

1) Divide the plaintext into sections
This step can be represented by dividing plain text P into 
pairs (P1, P2) of similar or dissimilar characters.
2) Add filler characters
If P1 and P2 have similar characteristics, the filler character 
F is inserted between them.
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3) Add filler characters
The encryption function E encrypts each pair of characters 
(P1, P2) using the modified Playfair algorithm with Playfair 
matrix table M as mentioned in Eq.1

4) Embedding filler character information
The number of filler characters and their locations used in 
ciphertext.
5) Compression using lzma
The LZMA compression algorithm was applied to ciphertext 
C to reduce its size, while retaining the original text size as 
mentioned in Eq.2.

6) Coding scheme selection
A random encoding scheme, Enc, was chosen for each run to 
enhance security. The selected encoding scheme was used to 
encode the compressed ciphertext C _compressed as given 
in Eq.3.

(1)C = E(P,M)

(2)C_compressed = LZMA, compress(C)

The LZMA (Lempel-Ziv-Markov chain Algorithm) 
compression algorithm used in our algorithm involves 
several steps and equations. These equations and concepts 
provide a general understanding of LZMA compression 
algorithms. However, the LZMA is a complex algorithm 
with multiple variations and optimizations.
1) Probability computation
The LZMA algorithm utilizes a context modeling approach 
in which the probabilities of symbols are calculated based 
on previous symbols in the input data. The probability of 
a symbol 'S' occurring after context 'C' is calculated as 
given in the Eq.4.

2) Probability updating
As new symbols are processed, the probabilities are 
updated using adaptive models. One common method for 

(3)C_encoded = Enc.encode(C_compressed)

(4)P_old(S|C) =
Count(C, S)

Count(C)

Fig. 1  Proposed encryption 
input module
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updating probabilities is called the “mixing probabilities” 
or "adaptive probability update" mentioned in Eq.5.

Here, P_old(S|C) is the previous probability of symbol 
‘S' occurring after context 'C, ’ P_new(S|C) is the updated 
probability, P_uniform is a uniform probability distribution, 
and α is a mixing parameter between 0 and 1.
3) Encoding and decoding equations
The LZMA algorithm uses variable length encoding to rep-
resent symbols. The exact equations for encoding and decod-
ing depend on the specific implementation of the LZMA 
algorithm, and may involve concepts such as range coding, 
bit manipulation, and data structures such as binary trees or 
hash tables.
4) Dictionary and matching
The LZMA algorithm employs a dictionary to store previ-
ously observed sequences of symbols. The matching process 
involves determining the longest match of symbols in the 
dictionary for the current input. The LZMA algorithm uses 

(5)
P_new(S|C) = (1 − �) ∗ P_old(S|C) + � ∗ P_uniform

various data structures and algorithms to search and update 
the dictionary efficiently.
5) Compression ratio
The compression ratio (CR) is a measure of the compres-
sion achieved by the LZMA algorithm. It is calculated as 
per Eq.6. Here, Compressed Size refers to the size of the 
compressed data, and Uncompressed Size refers to the size 
of the original uncompressed data.

The most significant advantage of the proposed algorithm 
is that it can handle files of any size and size. The encryption 
and decryption times of a file depend on its size. Frequency 
analysis is typically used to break traditional play-fair algo-
rithms. The proposed method was proven to withstand fre-
quency analysis attacks because of its 7 × 7 matrix size, 
covering 98 characters with unpredictable random fillers.

The proposed algorithm is extremely sensitive to 
the keys. The randomness and predictability of filler 

(6)CR =
Compressed Size

Uncompressed Size
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Fig. 2  Proposed Encryption output module
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generation results in good key sensitivity. This is because 
the fillers are generated randomly, and information regard-
ing the position of the fillers is highly random in cipher 
text. In addition, the selection of fillers is random for the 
entire text file and is not the same as that in the Playfair 
algorithm. This ensures that the proposed algorithm is 
secure against brute-force attacks. The lookup table com-
putation for the proposed algorithm appears to be more 
complex, significantly increasing its efficiency.

The main restriction of the play fair cipher is that it 
encrypts only 26 characters. Special characters and num-
bers could not be encrypted using a 5 × 5 key matrix. 
Furthermore, keywords can take only 26 letters without 
duplicates. We propose a novel method for communicat-
ing data securely by using a 7 × 7 key matrix. The advan-
tage of the proposed seasonal quadrate model is that it is 
designed to hold all possible characters present on a nor-
mal keyboard that is used for commercial purposes. This 
created a large key size and combination. In the proposed 
model, in addition to previous studies and matrices, a new 
pattern is created using a biograph to fill the elements in 
each location. The nomenclature for the generation of a 
pattern for a defined key is similar to that of the tradi-
tional 5 × 5 matrix; however, other elements in the key 

matrix are positioned randomly, which creates complexity 
in defining the elements of the key matrix. Hence, the key 
size and the combination of key matrices are significantly 
improved. The default key matrices are listed in table 1.

Once a key table is created, plain text encryption can 
be performed. During this process, the size of the cipher 
text was large because fillers were included. The addition 
of filler indices to encrypted message content serves as a 
source of confusion for intruders, thereby improving confi-
dentiality. To reduce the size of the enciphered text file and 
induce security, the cipher text was compressed. Prior to 
compression encoding, the encoding type was randomized. 
This increases the redundancy in the cipher text, making it 
difficult for the intruder to access the data.

The encoding schemes used were ANSI, UTF-8, UTE-
16BE, UTF-16LE, UTF-32BE, UTF-32LE, and ASCII. The 
compression algorithm reduces the size of the encrypted 
document by providing lossless compression with a high 
compression ratio. Likewise, the fillers used in this study 
were highly randomized, with a reduced pattern size com-
pared with previous studies. The digraph character and 
substitution character accession times were significantly 
reduced.

Fig. 3  Proposed Decryption 
Input Module
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The proposed algorithm can also be applied to words, 
sentences, and paragraphs. The encrypted file was com-
pressed using a random encoding scheme to ensure size 
reduction for easy transmission. This methodology uses the 
brute-force and avalanche effects. The avalanche effect is 
a desirable property of any cryptographic algorithm, that 
is, a small change in the plaintext (or key) should create a 
significant change in the ciphertext as mentioned in Eq.7.

The deciphered text is authentic since the fillers used are 
removed at the decryption.

The recorded outputs of the samples are presented in 
Table 2. The compression ratio, as given in Eq. 8, was 
approximately 0.4 to 0.8, depending on the size of the 
ciphertext. Using the proposed algorithm, a good compres-
sion ratio is achieved for cipher text with a size greater 

(7)

Avalanche Effect =
Number of flipped bits in cipher text

Total number of bits in cipher text
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Table 1  Default septenary 
quadrate pattern

aA bB cC dD eE fF gG

hH iI jJ kK lL mM nN
oO pP qQ rR sS tT uU
vV wW xX yY zZ \t \n
01 23 45 67 89 !" #$
%& '( )*  + , - /: ; < 
 =  > ?@ [\ ]^ _' {| } ~ 
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than 10 KB. It was observed that when the size of the text 
file increased, the compression ratio improved proportion-
ally. The compression ratio achieved here is similar to that 
of Ref.[24].

4  Results and discussion

All simulations of the modified Playfair algorithm were car-
ried out on an Intel core i4, 64-bit processor with 4 GB 
RAM and a processor speed of 1.10 GHz. The algorithm was 
coded using Python3.6, using Spyder IDE. The efficiency 
and security of the proposed method are demonstrated using 
the compression ratio and avalanche percentage, as tabulated 
in Tables 3 and 4. The CIA triad emphasizes the policies to 
be followed for information security within an organization; 
hence, for a good avalanche effect, cipher text should always 
satisfy a high avalanche value [23].

(8)

Compression ratio =
Size of cipher text − size of encoded cipher text

Size of Cipher text

The proposed algorithm encrypts plain text, and 
the encrypted plain text is compressed using the Lem-
pel–Ziv–Markov chain compression algorithm (LZMA) for 
easy transfer of cipher text. The algorithm was evaluated 
for randomly generated 110 text files of varying sizes from 
2 to 200 KB. All these files were encrypted with keys 1 and 
2 with varying character lengths, and it was observed that 
the generated cipher text was not identical but was of the 
same size.

The proposed algorithm produced an avalanche effect 
of more than 65% [25]. The experiment produced a dras-
tic change in the output, even for a single-bit change in the 
input. Even for the same key, a large mismatch in the cipher 
text was found when evaluated for 100 samples, as shown in 
Table 3.This can withstand any frequency attack.

The sample output is shown in Fig. 5. This is a com-
parative output of the same plain text using different keys. 
Table 4 shows a comparison of the proposed algorithm with 
existing playfair techniques. Compared to existing tech-
niques, our proposed method exhibits a 10% higher ava-
lanche effect. Furthermore, a larger file size is considered. 
Larger file sizes owing to complex algorithms are inevitable. 

Table 2  Compression ratio of 
encrypted message

S. no Size of 
plain text
(in KB)

Size of Key 1 
(in character)

Size of Key 2 
(in character)

Size of Cipher 
text (in KB)

Size of encoded 
Cipher text
(in KB)

Compres-
sion ratio

1 3 25 80 5 3 0.4
2 10 25 80 13 7 0.46
3 20 25 80 23 10 0.565
4 50 25 80 57 22 0.614
5 100 25 80 108 27 0.75

Table 3  Results depicting the avalanche effect

Key 1 Key 2 Key Length Plaintext length Ciphertext Length Mismatch length Avalanche 
Percentage

Apples@123 Apples.123 10 14,179 33,836 25,752 76.10
21com017@sify.com 21com 015@sify.com 16 14,179 33,836 22,279 65.84
monkeysare1999@gmail.com monkeysare 1999.gmail@

com
24 14,179 33,836 23,888 70.59

Network Security Network/Security 16 14,179 33,836 28,063 82.93
Venrigbose0904 Venrigbose0004 14 14,179 33,836 26,747 79.04
grapes GRAPES 6 14,179 33,836 30,382 89.79
GRapes grAPES 6 14,179 33,836 29,614 87.52
GRApes graPES 6 14,179 33,836 29,629 87.56
GRAPes grapES 6 14,179 33,836 31,735 93.79
GRAPEs grapeS 6 14,179 33,836 31,657 93.56
GRAPES grapes 6 14,179 33,836 31,649 93.53
Keys are Same Keys are Same 13 14,179 33,836 24,071 71.14
Keys are Same Keys are Same 13 14,179 33,836 29,254 86.45
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Table 4  Comparative Analysis

Ciphers File size Avalanche Effect Repetition of character Resilience towards 
frequency attack

Space requirement

4 × 4 Playfair cipher[3] 4 KB and
12 KB

46%–55% 15% High Less

8 × 8 Playfair cipher[26] A sentence is consid-
ered

49.51% Difference in bits 29 
to 201

–– Not implemented in 
software

10 × 10 Playfair 
cipher[9]

A sentence is consid-
ered

0%–54.55% Same case letter change 
produced 0% differ-
ence

Less Not implemented in 
software but if imple-
mented 10×10 will 
require high space

16 × 16 Playfair 
cipher[27]

10 to 40 characters 50%–60% –- Brute force is high Run time is 1 ms to 5 ms 
but lesser number of 
characters are consid-
ered

3D Playfair Cipher 
Algorithm[28]

A sentence is consid-
ered

54.17% Number of bits flipped 
6 to 260

High –

Proposed method 3 KB to 100 KB 65%–94% Mismatch length is 
above 20,000 bits

High High

Fig. 5  Sample output for two different keys for the same plain text
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Future research should focus on reducing the memory area 
in order to make it more suitable for IOT devices.

Tradational playfair algorithm works on a matrix size of 
5 × 5 and with limited characters of 25, while this proposed 
model can handle characters in a 7 × 7 matrix of 98 charac-
ters. This enables text to be encrypted in variety of ways. 
Listed are the advantages of the proposed algorithm:

1. All the keyboard characters are included within the pat-
tern.

2. The key size and key combinations are larger.
3. The fillers used are highly randomized when compared 

to traditional playfair algorithm.
4. The digraph character accession time and the substitu-

tion character accession time are highly reduced.
5. The Encryption and Decryption of a word, sentence and 

paragraphs are all possible.
6. The PlayFair cipher algorithm is enhanced using the pro-

posed model with which text file encryption has been 
possible.

7. The addition of filler indices into the enciphered mes-
sage content also serves as a source of confusion for the 
intruder.

8. The encrypted file is again compressed by using random 
encoding scheme to ensure size reduction for easy trans-
mission.

9. The deciphered text is authentic since the fillers used are 
removed at the decryption.

5  Conclusion

In the modified Playfair algorithm, the traditional rules of 
the Playfair cipher are maintained, but the dimensions of the 
matrix are increased to 7 × 7. Unlike the traditional PlayFair 
cipher, there are no restrictions on the size of the keys used 
in this algorithm. This modification allows the algorithm 
to effectively handle text files of any size. During testing, 
the proposed algorithm demonstrated an avalanche effect 
ranging from 65 to 93.5%. The avalanche effect refers to 
the property of a cryptographic algorithm in which a small 
change in the input or key produces a significantly different 
output. A high avalanche effect indicates that the algorithm 
is robust and sensitive to changes in plaintext or key.

In addition, the algorithm achieved a compression ratio 
of 0.75 for a file size of 100 KB. This compression ratio 
signifies that the size of the cipher text is reduced, making it 
suitable for efficient file transfers. The LZMA compression 
algorithm is used in this process to further minimize the 
size of the cipher text. A notable advantage of the modi-
fied algorithm is its resistance to brute force attacks. Brute-
force attacks involve trying all possible combinations of 
keys until the correct combination is obtained. Resistance of 

the algorithm to such attacks for the 49! Key combinations 
ensure the security of encrypted data. Moreover, the algo-
rithm satisfies both the strict plaintext avalanche criterion 
and strict key avalanche criterion. These criteria evaluate 
the algorithm's ability to exhibit significant changes in the 
output cipher text when either the plaintext or the key is 
modified. By meeting these criteria, the algorithm ensures 
a high level of security and can be implemented as a secu-
rity protocol in various applications including low-power 
embedded devices.
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